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1. [bookmark: _Toc211939769][bookmark: _Hlk211002309]Revision history
	Version
	Amended Section
	Effective
	Detail

	1.0 
	 Throughout
	November 2017 
	Incorporation of version control table 
Accessible format 

	2.0 
	Throughout 
	May 2022 
	Visual style updated 
Terminology updated  
COVID related information requirements added 

	3.0 
	Throughout 
	November 2025 
	New comprehensive coverage introduced across multiple areas, including but not limited to: 
full integration of Appointed Representatives of Tenants and Applicants Operational Guideline (Version 2.0, July 2017), Rental References Operational Guidelines (Version 2.0, July 2017), De Identifying Clients in Housing Practice Instruction (July 2021), Child Safe Standards, and Information exchange between Child Protection, Aboriginal Community Controlled Organisations (ACCOs), and Public Housing. 
record management practices, including client interaction records, sensitive information handling, and authority to release information. 
information sharing protocols, encompassing the Victorian Public Sector Data Sharing Policy, information sharing agreements, and child safety considerations. 
responsible exchange and handling of information, including the role of information sharing delegates and secure file management. 
human rights considerations. 
procedures for handling incoming and outgoing information requests, including verification and consent requirements. 
freedom of Information processes and informal information release. 
privacy Impact Assessments. 
use of department technology, including generative artificial intelligence and accessible communication services. 
privacy breach management, staff responsibilities, and incident reporting requirements. 
Reflecting the expanded scope, the guideline has been renamed to the Information Sharing, Privacy, and Record Management Operational Guidelines. 
Complete rewrite to enhance readability, establish a systematic structure for guidance, and improve overall accessibility. 
Incorporation of version control table 
Accessible format 


2. [bookmark: _Toc211939770]Overview 
Homes Victoria and the Department of Families, Fairness and Housing (the department) is required to handle personal information and records in accordance with Victorian privacy laws, including the: 
Privacy and Data Protection Act 2014 (PDP Act) 
Health Records Act 2001 
Public Records Act 1973 
Victorian Data Sharing Act 2017  
These laws regulate the collection, use, storage, and disclosure of personal information to protect individuals’ privacy and ensure proper record management. They establish principles and obligations that govern how information must be handled to: 
maintain confidentiality 
security 
accuracy
accessibility. 
2.1. [bookmark: _Toc211939771]Victorian Government policies  
Key Victorian Government policies on privacy and information sharing include: 
Department of Families, Fairness and Housing (DFFH) Privacy Policy https://www.dffh.vic.gov.au/publications/privacy-policy 
Victorian Public Sector Data Sharing Policy https://www.data.vic.gov.au/victorian-public-sector-data-sharing-policy 
These policies set out principles and objectives that guide lawful, responsible, and secure information sharing and management. Together, they support effective service delivery and inter-agency collaboration while safeguarding individual privacy. 
2.2. [bookmark: _Toc211939772]The PDP Act’s Information Privacy Principles 
The PDP Act establishes the framework and principles that Victorian Public Sector organisations must follow when handling personal information. It sets out privacy rights for individuals and defines 10 Information Privacy Principles (IPPs) that govern how personal information must be managed throughout its lifecycle. Homes Victoria, as a Residential Rental Provider (rental provider), along with the department as a whole, is required to comply with these IPPs. 
Table 1 below summarises each IPP, its key requirements, and the specific compliance measures the department has implemented to meet these obligations. This table demonstrates how the department operationalises privacy principles through policies, operational guidelines, and practices designed to: 
protect personal information 
uphold individuals’ privacy rights 
maintain compliance with Victorian privacy legislation. 


Table 1: Information Privacy Principles 
	Information Privacy Principle
	Detail
	Compliance measures  

	IPP 1 - Collection https://ovic.vic.gov.au/book/ipp-1-collection/ 
	Personal information must only be collected by an organisation when necessary for a specific service function or activity, using lawful methods. Individuals must be informed about the purpose of collection, their rights, and how their information will be used and disclosed. 
	The department collects only necessary personal information for its services and informs individuals about collection purposes and their rights through clear privacy notices and consent processes. 

	IPP 2 - Use and Disclosure https://ovic.vic.gov.au/book/ipp-2-use-and-disclosure/ 
	Personal information must only be used or disclosed by an organisation for the primary purpose it was collected, or for a related secondary purpose that the individual would reasonably expect. Any other use or disclosure requires consent or must be authorised by law. 
	The department uses and discloses personal information strictly for authorised purposes, with consent where required, and in compliance with relevant legislation. 

	IPP 3 - Data Quality https://ovic.vic.gov.au/book/ipp-3-data-quality/ 
	Organisations must take reasonable steps to ensure that the personal information they collect, use, or disclose is accurate, complete, and up to date. This helps maintain the integrity and reliability of the information. 
	The department updates personal information through various methods, including sending reminders to individuals to keep their details current via correspondence, as well as collecting updated information periodically through processes like Victorian Housing Register Eligibility Questionnaires and rent reviews.  

	IPP 4 - Data Security https://ovic.vic.gov.au/book/ipp-4-data-security/  
	Organisations must protect personal information from misuse, loss, unauthorised access, modification or disclosure by implementing reasonable security measures. Information must be securely stored and disposed of when no longer needed. 
	The department uses strong security measures to protect personal information. These include secure storage systems, access controls, and regular security checks and audits, as well as 128-bit SSL encryption. 
128-bit SSL (Secure Sockets Layer) is a technology that protects data sent between a web browser and a website. It is commonly used to secure sensitive transactions such as online banking, shopping, and confidential communications. 

	IPP 5 - Openness https://ovic.vic.gov.au/book/ipp-5-openness/ 
	Organisations must be transparent about their information handling practices. This includes making information available about their policies, procedures, and how personal information is managed. Individuals should know how to access this information. 
	The department publishes its Privacy Statement both online and in paper-based forms, providing clear and accessible information about its privacy practices and policies for clients and stakeholders. 

	IPP 6 - Access and Correction https://ovic.vic.gov.au/book/ipp-6-access-and-correction/  
	Individuals have the right to access their personal information held by an organisation and request corrections if the information is inaccurate, incomplete, or out-of-date, subject to certain exceptions. Organisations must respond to access and correction requests in a timely manner. 
	The department provides mechanisms for individuals to access and correct their personal information through multiple channels, including written requests, online forms, or verbal communication, as well as Freedom of Information requests. 

	IPP 7 - Unique Identifiers https://ovic.vic.gov.au/book/ipp-7-unique-identifiers/ 
	Organisations must only assign or use unique identifiers (such as client numbers) when necessary to carry out their functions efficiently. They should avoid using identifiers assigned by other organisations unless authorised or required by law. 
	The department assigns unique client identifiers solely for operational purposes and does not use identifiers from other agencies without proper authorisation. 

	IPP 8 - Anonymity https://ovic.vic.gov.au/book/ipp-8-anonymit 
	Where lawful and practicable, organisations should give individuals the option to interact anonymously or pseudonymously, especially when collecting information or accessing services. 
	The department offers options for anonymous or pseudonymous interactions where feasible, particularly in initial enquiries or service access. For example, personal details may not be required when responding to general enquiries and individuals making reports of concern can remain anonymous or withhold consent for information disclosure. They may also use community impact assessments to protect their anonymity. 

	IPP 9 - Transborder Data Flows https://ovic.vic.gov.au/book/ipp-9-transborder-data-flows/ 
	Organisations must take reasonable steps to ensure that personal information transferred outside Victoria is protected to a similar standard as required under the Information Privacy Act 2000. This includes assessing the privacy protections in the destination jurisdiction. 
	The department assesses privacy protections before transferring personal information interstate or overseas and applies contractual or legal safeguards as required. 

	IPP 10 - Sensitive Information https://ovic.vic.gov.au/book/ipp-10-sensitive-information/ 
	Organisations must only collect sensitive information (such as health, racial or ethnic origin, political opinions) if it is necessary for their functions and with the individual’s consent, unless otherwise authorised by law. Sensitive information requires higher levels of protection. 
	The department collects sensitive information only, when necessary, obtains consent where required, and applies enhanced security controls to protect such data, such as strong data encryption, secure storage, restricted access, regular audits, and staff training. 


For more information on these IPP’s, refer to: 
Schedule 1 of the Privacy and Data Protection Act 2014 https://www.legislation.vic.gov.au/in-force/acts/privacy-and-data-protection-act-2014/032, available on the Victorian legislation website. 
An explanation of how the IPPs should be interpreted and applied can be found at the Office of the Victorian Information Commissioner’s Information Privacy Principles (IPP Guidelines) https://ovic.vic.gov.au/privacy/resources-for-organisations/guidelines-to-the-information-privacy-principles/ 


3. [bookmark: _Toc211939773]Record management 
Effective record management is essential for housing staff (staff) to:  
meet legal obligations 
protect client privacy 
support transparent decision-making
maintain efficient service delivery.  
The Public Records Act 1973 defines a record as ‘any document within the meaning of the Evidence Act 1958.’ For example, documents such as: 
identification 
income statements
other records used for eligibility assessment or rent setting purposes. 
Public Record Office Victoria (PROV) provides specific Retention and Disposal Authorities (RDAs) that outline: 
how long housing related records must be kept
when they can be securely disposed of, in accordance with the Public Records Act 1973. 
For more information refer to the PROV’s Retention and Disposal Authority for Records of the Housing Function PROS 08/14 VAR 1 https://prov.vic.gov.au/recordkeeping-government/document-library/pros-0814-housing-functions
3.1. [bookmark: _Toc211939774]Statewide Digitisation Plan 
The Tenancy Records Environmental and Efficiency Strategy (TREES) project includes a Statewide Digitisation Plan designed to modernise record keeping by digitising housing documents, enabling staff to replace hardcopy records with secure digital versions.  
This plan aligns with the Public Record Office Victoria's Recordkeeping Standards, ensuring that digitised documents become the official records, while original hardcopies are disposed of lawfully.  
Staff must adhere to this plan to comply with legal requirements and enhance efficiency in document management. For more information refer to the Tenancy Records Environmental and Efficiency Strategy (TREES) project (internal link) https://dhhsvicgovau.sharepoint.com/sites/Publichousingresources/SitePages/Digitisation.aspx 
3.2. [bookmark: _Toc211939775]Housing Integrated Information Program 
Housing Integrated Information Program (HiiP) serves as the central record keeping system for managing client and operational information within the department. Its role in record management is to ensure that all records whether digital or physical are: 
accurately captured  
securely stored
accessible in compliance with legislative and organisational requirements. 
HiiP supports the: 
creation 
maintenance 
retention of secure records of activities and decisions
facilitation of effective service delivery, accountability, and governance. 
By providing a structured platform for capturing records at the point of creation or receipt, HiiP helps protect the: 
integrity 
confidentiality
availability of information throughout its lifecycle.  
Several additional systems integrate with HiiP to enhance housing service delivery, as outlined in the table below. 
Table 2: Housing systems for record management 
	System 
	Description 

	HiiP 
	HiiP is the primary system used to deliver housing services and manage tenancies. 

	HiiP Repairs 
	HiiP Repairs is the primary system that manages and tracks maintenance and repair work for public housing properties. 

	HiiP Connect 
	HiiP Connect is a mobility application that enables staff to work and engage with clients outside the office, such as during home visits and property inspections. It provides real-time access to information stored in HiiP, allowing staff to complete tasks efficiently 

	Housing Vic Online Services  
	Housing Vic Online Services is a secure online platform that allows Victorian public housing renters and social housing applicants to access and manage their housing information through their myGov account. 


3.3. [bookmark: _Toc211939776]Client interaction records and decisions 
Client interaction records, commonly known as file notes, provide clear, documented summaries of all interactions, both verbal and written, whether they occur: 
face-to-face 
over the phone, or 
virtually including SMS, and email. 
They also include other relevant information such as: 
observations 
follow-up actions
attempts to make contact, for example, phone calls and home visits. 
File notes capture the key points and matters raised by clients and staff during conversations and interactions. Records of decisions, on the other hand, document formal or informal decisions made by staff, including: 
the context 
who made the decision 
when it was made
the reasoning behind it. 
These records are essential for maintaining an accountable, traceable history of communications and decisions. They: 
support effective governance and compliance 
ensure continuity when staff transitions occur
assist in auditing and evaluation processes.  
3.4. [bookmark: _Toc211939777]Writing effective file notes 
Well documented file notes: 
promote transparency 
support informed decision-making
reduce the risk of misunderstandings or miscommunication.  
They also help ensure that relevant stakeholders have access to accurate and timely information when needed. Writing an effective file note requires adherence to the following guidelines: 
Table 3: Guidelines for writing an effective file note 
	Guideline  
	Description  

	Writing in the third person 
	Use objective, professional language and avoid first-person pronouns (‘I’, ‘me’) to maintain clarity, impartiality, and professionalism. 

	Maintaining clarity and brevity 
	Use straightforward language and proper grammar to ensure notes are easy to understand. 

	Including only relevant information 
	Focus on details directly related to the client’s case, avoiding unnecessary personal or sensitive data. 

	Recording facts, not opinions 
	Document objective observations rather than subjective judgments or assumptions. 

	Attributing information clearly 
	Specify who made statements and who authored the note to maintain accountability. 

	Writing notes promptly 
	Complete file notes as soon as possible after interactions to preserve accuracy and reliability. 

	Summarising emails 
	Summarise key points of emails and provide a reference to the full email stored in HiiP document uploads, avoiding full message copies. 

	Adhering to departmental writing standards 
	To promote respectful, professional, and culturally safe communication, ensure all file notes comply with:
Victorian Government Style Guide https://www.vic.gov.au/victorian-government-style-guide 
Inclusive language | Style Manual https://www.stylemanual.gov.au/accessible-and-inclusive-content/inclusive-language


3.5. [bookmark: _Toc211939778]Inclusive and culturally safe file notes 
File notes play an important role in upholding the principles outlined in Pride in Our Future: Victoria’s LGBTIQA+ Strategy 2022–32 https://www.vic.gov.au/pride-our-future-victorias-lgbtiqa-strategy-2022-32. This ensures information about clients is recorded:
respectfully 
accurately
with cultural sensitivity.  
This strategy emphasises inclusion, respect for identity, and the protection of privacy for LGBTIQA+ individuals, many of whom may also identify as First Nations peoples. Effective file notes also help staff document client interactions in a way that: 
honours their identities and experiences 
supports their rights
facilitates culturally safe and inclusive service delivery. 
Key principles for creating effective and respectful file notes include: 
Table 4: Principles for upholding inclusivity and cultural safety 
	Principle 
	Detail 

	Respect client identity 
	Use clients’ self-identified names, pronouns, and identities without making assumptions or generalisations about their gender, sexuality, or culture. 

	Maintain confidentiality 
	Protect sensitive information related to gender identity, sexual orientation, or cultural background by only sharing with explicit consent and safeguarding notes. 

	Record objectively 
	Keep file notes factual and free from personal opinions, judgments, or biases. 

	Use inclusive language 
	Employ affirming, strengths-based, and culturally appropriate language. Avoid outdated, disrespectful, or stereotypical terms. 

	Honour cultural protocols 
	Respect cultural sensitivities by only including culturally significant information (e.g., men’s and women’s business) with permission and when relevant. 

	Support client autonomy 
	Never pressure clients to disclose personal information. Respect their choice to share or withhold details about identity or culture. 

	Protect against unintended disclosure 
	Document information carefully to prevent inadvertent outing. Ensure confidentiality in both notetaking and storage. 

	Be transparent about information use 
	Clearly explain to clients how their information will be collected, stored, and used to foster trust and respect autonomy. 

	Recognise diverse identities 
	Understand and respect the unique experiences and privacy needs of different identities, such as intersex, transgender, non-binary, and culturally diverse clients.  


3.6. [bookmark: _Toc211939779]Sensitive information record management 
Sensitive information refers to personal data that, if improperly handled, could cause significant harm, distress, or disadvantage to an individual. In the housing context, this may include details such as: 
health conditions 
cultural identity 
family violence history
other deeply personal and vulnerable matters.  
Because of the sensitive nature and potential impact on clients’ safety and well-being, this information requires careful record management with enhanced protection to maintain its integrity and confidentiality. 
To manage sensitive information appropriately, staff must avoid storing full copies of documents containing such data. Instead, they must create clear and concise file notes that summarise the key points without retaining unnecessary sensitive details. These notes should specify: 
the document type 
received/review date
a summary of the relevant information.  
This approach ensures that sensitive information, whether received verbally, in writing, or on paper, is recorded securely and respectfully. It supports privacy compliance, promotes culturally safe service delivery, and protects vulnerable clients. 
If retaining copies of sensitive documents is unavoidable, the following measures must be taken: 
Secure upload and return of hard copies: Upload documents to HiiP with appropriate security caveats to prevent unauthorised access and promptly return the hard copy to the individual who provided it. 
Documentation purpose: Create a file note describing the reason and purpose for collecting the document. 
Client alerts: Create a client alert to alert staff of sensitive situations, such as when a current Intervention Order is in effect (if applicable). 
3.7. [bookmark: _Toc211939780]Authority to release information (Form of authority) 
The department uses Forms of Authority, completed by clients, to authorise: 
another person, such as a family member or friend 
agency, or  
organisation to act on their behalf in matters related to public housing services. 
Clients submit these forms for a range of services, including: 
Application for the Victorian Housing Register  
Tenancy management
RentAssist Bond Loans. 
The department provides its own authority forms for clients, which are accessible on the HousingVic website https://www.housing.vic.gov.au/about/forms-guides. However, when clients are represented by legal professionals or support workers, they may also complete the authority forms provided by those representatives. These alternative forms are generally accepted as valid, provided they are meet the following consent and documentation requirements: 
Table 5: Alternative Form of Authority documentation requirements 
	Requirement  
	Detail 

	Clear authorisation 
	The client must explicitly authorise the department to release, collect, or discuss their personal and tenancy-related information with nominated external parties or representatives. 

	Current and valid consent 
	The form must be up-to-date and signed by the client (or their authorised representative), confirming their understanding and agreement. 

	Type 
	The consent should specify the types of information to be shared, the parties authorised to receive or provide information, and the purpose of the authorisation. 

	Acknowledgement and declaration 
	Clients must declare that the information they provide is true and accurate, acknowledge their responsibilities (such as updating the department on changes), and understand the privacy protections under relevant laws. 

	Submission procedures 
	Completed forms must be submitted to the relevant local housing office or as directed, to be processed and recorded appropriately. 


3.8. [bookmark: _Toc211939781]Recording consent for information release in HiiP 
When a Form of Authority is received, staff must promptly record the authorisation in the client’s record within HiiP, specifically in the designated support contact tab. This entry must include the: 
support type 
date consent was given (effective from date) 
consent expiry date (effective to date) 
focus of support 
name and contact details (including email) of the organisation, agency, or individual 
confirmation of whether authorised representatives may receive copies of client correspondence. 
3.9. [bookmark: _Toc211939782]Standards of conduct for communicating with authorised representatives 
Clear and respectful communication with authorised representatives is essential to protect client privacy and ensure effective service delivery. Staff must follow professional standards to: 
ensure information is released only with proper authorisation 
maintain confidentiality
accurately document interactions.  
The table below outlines key standards of conduct and staff responsibilities for communicating with authorised representatives. 
Table 6: Standards of conduct for communicating with authorised representatives 
	Standard 
	Description 

	Verify identify 
	Verify the identity of both the client and their authorised representative. 

	Verify authority  
	Verify receipt of valid authority before sharing information.   

	Communication  
	Only share client information as permitted by the authority form, avoiding any unauthorised disclosure. 

	Document all communications 
	Record all interactions in HiiP. 




4. [bookmark: _Toc211939783]Information sharing 
Information sharing refers to the collection, use, and disclosure of personal information either within a single organisation or between multiple organisations. It can take various forms, including: 
one organisation disclosing information to another 
multiple organisations combining data into a shared database accessible to all parties, and 
reciprocal exchange of information between organisations. 
Before sharing information, staff must verify that legal authority applies to Public Housing and their role. They must not assume authority and should rely on specific legal bases, such as: 
the PDP Act, or  
formal inter-agency agreements, to ensure lawful and appropriate information sharing. 
For more information refer to the following resources: 
Information Sharing https://providers.dffh.vic.gov.au/information-sharing 
Housing Information Sharing (internal link) https://dhhsvicgovau.sharepoint.com/:u:/r/sites/dffh/SitePages/Housing-information-sharing.aspx?csf=1&web=1&e=5XwOSe 
4.1. [bookmark: _Toc211939784]The Victorian Public Sector Data Sharing Policy 
The Victorian Public Sector Data Sharing Policy establishes a clear responsibility for Victorian government agencies to share data with each other when there is a demonstrated need to improve: 
policy making 
service planning, or delivery
where sharing provides a clear public benefit. 
The policy applies primarily to Victorian government departments and Victoria Police, with other public sector bodies able to opt in by signing a common legal framework for data sharing arrangements such as the Heads of Agreement https://www.vic.gov.au/victorian-public-sector-data-sharing-heads-agreement
This means under this policy, all Victorian government staff receiving a data request are expected to cooperate and provide the requested data or supply reasons for refusal within a reasonable timeframe.  
The requesting agency may issue a formal data request under the policy if the data is not received. While there is no prescribed format for such a request, it should clearly: 
state that it is made under the policy 
outline the purpose and public benefit
describe how the data will be securely held and used. 
Staff receiving a formal request must respond within 14 days, either by providing the data or by giving written reasons for refusal. Copies of refusals must also be sent to the Secretary of the Department of Premier and Cabinet.  
This process is aligned with the Victorian Data Sharing Act 2017, which empowers the Victorian Chief Data Officer (CDO) to make formal data requests, thereby providing a consistent mechanism for data sharing across Victorian government agencies. 
For more information on the scope of this policy, refer to the Victorian Public Sector Data Sharing Policy https://www.data.vic.gov.au/victorian-public-sector-data-sharing-policy 
4.2. [bookmark: _Toc211939785]Information Sharing Agreements and Schemes  
Public Housing participates in multiple formalised Information Sharing Agreements (ISA) and legislative frameworks that: 
enable coordinated service delivery 
promote child safety 
manage family violence risk
uphold privacy obligations.  
ISA’s are formal agreements and protocols that guide how personal and sensitive information is exchanged between authorised parties. An ISA can sometimes also be referred to as a Memorandum of Understanding (MOU), or Protocol. These agreements generally do not create new legal obligations but instead outline the terms, roles, and responsibilities of the parties within existing legal frameworks. 
In contrast, Schemes are legislated frameworks that grant prescribed organisations expanded legal authority to share confidential information for specific purposes, such as promoting child wellbeing or managing family violence risk. Schemes establish: 
clear legal obligations 
requirements
processes for information sharing among authorised entities, often including: 
mandatory duties 
timeframes
record-keeping standards. 
The following table presents a selection of important ISAs and Schemes that support Public Housing and its partner agencies. While not exhaustive, this list highlights key frameworks commonly used to promote safety, wellbeing, and collaboration. 
Table 7: Information sharing arrangements – As of June 2025
	[bookmark: _Hlk211608129]Agreement /Scheme/Protocol 
	Description 

	Child Information Sharing Scheme (CISS) https://www.vic.gov.au/child-information-sharing-professionals 
	Promotes child safety and wellbeing through timely risk identification.  

	Family Violence Information Sharing Scheme (FVISS) https://www.vic.gov.au/family-violence-information-sharing-scheme 
	Supports assessment and management of family violence risk aligned with the Multi-Agency Risk Assessment and Management Framework. 

	Aboriginal Children in Aboriginal Care Information Sharing Arrangements 
https://www.cpmanual.vic.gov.au/advice-and-protocols/protocols/intra-dhhs/housing. 
	Ensures culturally safe information sharing to protect Aboriginal children in care.  
 

	Multi-Agency Risk Assessment and Management (MARAM) Framework https://www.vic.gov.au/information-sharing-and-maram-reforms 
	Establishes a unified, system-wide approach to identifying, assessing, and managing family violence risk, promoting consistent collaboration and accountability across sectors to enhance victim safety and hold persons using family violence responsible. 

	Protocol for Information Sharing between Victorian Public Tenants Association and Homes Victoria https://dhhsvicgovau.sharepoint.com/sites/Publichousingresources/SiteAssets/SitePages/Working-with-other-services/VPTA-and-Homes-Victoria-information-sharing-protocol-agreement-July-2024.pdf?web=1 
	Supports public housing renters through advocacy and collaboration to enhance housing stability and renter wellbeing. 


Information sharing under these arrangements is strictly governed by the terms of each agreement, scheme, or protocol. Staff must ensure that any sharing of information occurs only within these prescribed limits. If there is any uncertainty, staff are required to consult their line manager before disclosing any information to prevent unauthorised or inappropriate sharing. 
4.3. [bookmark: _Toc211939786]Child safety and wellbeing 
The department is committed to creating and maintaining a child safe environment in all its services and interactions. This commitment is reflected in the departments: 
Child Safety and Wellbeing Policy https://www.vic.gov.au/child-safety-and-wellbeing-policy 
Child Safe Standards Reportable Conduct Policy https://www.vic.gov.au/dgs-child-safe-policies  
Victorian Child Safe Standards https://www.vic.gov.au/about-child-safe-standards. 
Information sharing involving children must always balance privacy obligations with the imperative to protect children from harm. The department’s child safety policies align with the Child Information Sharing Scheme and other legislative frameworks that authorise and guide the responsible sharing of information to safeguard children’s wellbeing. 
The following table outlines the department’s core policies and standards that guide its commitment to child safety and wellbeing, and inform how information is managed and shared in these contexts: 
Table 8: Policies and standards to child safety and wellbeing 
	Policy/Standards 
	Description 

	Child Information Sharing Scheme (CISS) https://www.vic.gov.au/child-information-sharing-professionals 
	Promotes child safety and wellbeing through timely risk identification.  

	Family Violence Information Sharing Scheme (FVISS) https://www.vic.gov.au/family-violence-information-sharing-scheme 
	Supports assessment and management of family violence risk aligned with the Multi-Agency Risk Assessment and Management Framework. 

	Aboriginal Children in Aboriginal Care Information Sharing Arrangements 
https://www.cpmanual.vic.gov.au/advice-and-protocols/protocols/intra-dhhs/housing. 
	Ensures culturally safe information sharing to protect Aboriginal children in care.  
 


4.4. [bookmark: _Toc211939787]Information Sharing Entities 
An Information Sharing Entity (ISE) is an approved organisation or service formally prescribed in regulations to request and share information under the: 
Child Information Sharing Scheme (CISS)
Family Violence Information Sharing Scheme (FVISS).  
These schemes are legally binding frameworks established under: 
Part 6A of the Children, Youth and Families Act 2005
Part 5A of the Family Violence Protection Act 2008 
The introduction of these schemes followed multiple Royal Commissions and inquiries that identified inadequate information sharing as a significant barrier to protecting children and families from harm. 
4.4.1. Legislative and regulatory framework 
The legal basis for ISEs is set out in the primary legislation, with further detail provided by supporting regulations: 
Child Wellbeing and Safety (Information Sharing) Regulations 2018 
Prescribes which organisations are ISEs under the CISS and sets out procedural requirements for information sharing. 
Family Violence Protection (Information Sharing and Risk Management) Regulations 2018 
Prescribes ISEs under the FVISS and details how information can be shared to assess or manage family violence risk. 
4.4.2. Ministerial guidelines 
Ministerial Guidelines set out the detailed operational requirements that all prescribed ISEs must follow under CISS and FVISS. These guidelines are legally binding and cover: 
the circumstances and processes for when and how information may be shared 
requirements for obtaining consent, including when consent is or is not required 
obligations for maintaining accurate and comprehensive records of information sharing activities. 
Ministerial Guidelines ensure consistent, lawful, and safe information sharing practices across prescribed organisations. They are publicly accessible on the Victorian Government website: 
Child Information Sharing Scheme Ministerial Guidelines
https://www.vic.gov.au/child-information-sharing-scheme-ministerial-guidelines 
Family Violence Information Sharing Scheme Ministerial Guidelines https://www.vic.gov.au/family-violence-information-sharing-scheme
4.4.3. List of Information Sharing Entities  
A comprehensive list of ISEs prescribed under CISS and FISS is maintained by the Victorian Government. The ISE List[footnoteRef:1] is a searchable database that provides contact details for organisations and services authorised to share information under these schemes.   [1:  https://www.vic.gov.au/information-sharing-entity-list] 

The database is updated regularly, but as it is not live, absence from the list does not necessarily mean an organisation is not an ISE. Additional verification is required if an entity does not appear in the search results. 
The ISE List also includes a filter to identify organisations prescribed as Risk Assessment Entities (RAEs) under FVISS. RAEs are a specific subset of ISEs with authority to request and disclose information for the purpose of assessing and managing family violence risk. This includes: 
gathering information about alleged persons using violence 
persons using violence 
victim-survivors
relevant third parties from other ISEs 

5. [bookmark: _Toc211939788]Responsible exchange and handling of information  
[bookmark: _GoBack]The responsible exchange and handling of information requires that staff must share and manage personal or sensitive information with care, respect, and attention to privacy and security. It involves: 
making sure that information is only shared: 
with the right people 
for the right reasons
Keeping information safe from being: 
lost 
misused 
seen by those who shouldn’t have access. 
It also means being clear about who is responsible for the information and keeping a record of what was shared and why. 
The following table provides practical guidance for staff on how to responsibly exchange and handle personal information securely and responsibly in day-to-day housing operations. 
Table 9: Responsible exchange and handling of information practice guidance 
	Area 
	Guidance  

	Access and use 
	Access and use personal information only for the purpose it was collected or legally permitted. 
Ensure information is accurate and up to date. 

	Secure communication 
	Always verify recipient details before sending emails or faxes to ensure information is directed correctly. 
Must not store or share personal data through unsecured channels such as personal computer drives or shared desktops. 
Refrain from sharing personal or sensitive information via SMS due to its lack of security. 
When sharing information via email with authorised persons: 
attach confidential information in a password-protected zip folder. 
use encryption where available. 
do not include confidential information in the email subject line or body. 

	Physical security 
	Store hard copy documents in locked cabinets or secure rooms when not in use. 
Limit removal of physical documents from secure sites. 
Transport documents securely if needed. 
Dispose of unneeded documents securely, using designated secure bins or shredding facilities available at local housing offices, ensuring compliance with PROV’s Retention and Disposal Authority for Records of the Housing Function PROS 08/14 VAR 1[footnoteRef:2] and privacy regulations.  [2:  https://prov.vic.gov.au/recordkeeping-government/document-library/pros-0814-housing-functions] 


	Digital security 
	Apply security caveats and access controls to documents. For example, labelling a document or email based on how sensitive it is (like UNOFFICIAL, OFFICIAL or PROTECTED). 
Never share passwords or leave departmental devices unattended while logged in to protect against unauthorised access. 
Immediately report any suspected data breaches or security incidents at Report a privacy incident https://feedback.dhhs.vic.gov.au/layout.html#/DFFH/privacy 

	Information sharing 
	Share information only with authorised personnel or agencies. 
Use legislative pathways like CISS and FVISS for child wellbeing and family violence cases. 
Verify requests meet legal thresholds 
Consult managers whenever unsure. 

	Documentation and records 
	Keep clear, accurate, and timely records. 
Document reasons for decisions. 
Follow document retention schedules and privacy policies. 

	Client engagement 
	Inform clients about how their information is used. 
Obtain consent when required. 
Maintain confidentiality and avoid discussing personal info in public areas. 


5.1. [bookmark: _Toc211939789]Information sharing delegates 
Effective information sharing relies on designated staff who are authorised as Information Sharing Delegates (ISD) to make decisions and ensure compliance with relevant legislation. These ISDs play an important role in: 
assessing requests 
verifying legislative authority
safeguarding privacy. 
A Senior Housing Services Officer delegate or higher, typically holds this responsibility to ensure that information release complies with relevant legislation and organisational policy. In cases where the ISE is unclear or unidentifiable, delegates must consult with Legal Services Branch for guidance.  
In cases of serious threat, information must be shared immediately, regardless of ISE status. 
5.2. [bookmark: _Toc211939790]Carrying files outside of the office 
When staff take physical or electronic files offsite, they have a duty to protect departmental data from: 
unauthorised access 
loss 
theft 
Mishandling or unauthorised disclosure of personal information can: 
cause serious security breaches 
violate privacy laws 
harm individuals  
damage the department’s reputation 
lead to identity theft or financial loss
result in adverse impacts such as emotional distress or operational disruption. 
A data breach is unauthorised access to information that is sensitive, protected or confidential.
To maintain the highest data protection standards, staff must follow strict protocols when handling files outside the workplace. The table below outlines mandatory practices for: 
securely managing physical and electronic files 
reducing risks
responding quickly to any security incidents. 
Table 10: Mandatory practices for handling files outside the office 
	Type 
	Requirement 
	Detail 

	Physical files 
	Permission 
 
	Physical files should only be taken offsite when absolutely necessary and with permission from the line manager. 
Wherever possible, staff should take only the specific documents necessary for the task, such as those required for cases at the Victorian Civil and Administrative Tribunal, ensuring minimal handling of physical files. 

	Physical files
	Secure transport 
	Files must be transported securely, preferably in locked bags and always monitored. 

	Physical files
	Returning files 
	Upon returning to the office, staff must promptly secure physical files or documents by placing them in locked cabinets or the designated filing system. 

	Electronic files 
	Secure remote access 
	Staff must always use department approved secure, encrypted systems, such as a VPN, to access files remotely 
For more information on remote access, refer to Computer and Systems - Remote access (internal link) https://dhhsvicgovau.sharepoint.com/sites/dffh/SitePages/Remote-access.aspx 

	Electronic files
	Personal devices 
	Storing client data on personal devices is strictly prohibited. 





6. [bookmark: _Toc211939791]Human rights engaged in information sharing  
Information sharing must always respect individuals’ human rights. The tables below identify which specific rights are engaged in these processes and outline general principles to ensure those rights are upheld. 
Table 11: Human rights engaged in information sharing processes 
	Human right 
	Relevance  

	Right to Privacy (Section 13) 
	Individuals have the right not to have their privacy, family, home, or correspondence interfered with, unless justified by law. This right is central to information sharing, and any disclosure must be necessary and proportionate. 

	Right to Access Information (Section 15) 
	This right allows individuals to seek access to official information held by public authorities, supporting transparency and accountability, particularly through the Freedom of Information Act 1982. 

	Right to a Fair Hearing (Section 24) 
	In situations where information is shared that may impact a person’s rights or legal position, they must have the opportunity to understand and challenge the information. 

	Right to Life and Protection from Harm (Sections 9 and 10) 
	In cases of family violence or child protection, the right to life and protection from harm is paramount, and information sharing frameworks like FVIS and CISS are designed to prioritise these rights. 



Table 12: General principles to uphold human rights 
	Principle 
	Description 
	Example 

	Necessity and data minimisation 
	Only share the information necessary for a specific housing related purpose, ensuring it is relevant and proportionate to the issue at hand.  
	Staff share a renter's housing related financial details (e.g., rent arrears) with a financial support service, but excludes unrelated personal information like health history. 

	Procedural fairness (right to be heard) 
	Renters must have an opportunity to respond to, correct, or challenge information that could affect decisions regarding their housing situation. This includes only sharing relevant information. 
	Before issuing a Notice to Vacate due to alleged behaviours of concern, the renter must be informed of the concerns, given the specific details of any incidents, and allowed to respond or clarify the issue before final action is taken. 

	Child and victim-centric approach 
	The safety and well-being of vulnerable individuals (e.g., children or victims of family violence) must be prioritised in all decisions related to housing and information sharing. 
	A renter fleeing family violence requests urgent relocation. Staff share necessary details (e.g., risk assessments) with police and support services but only shares what’s necessary to protect the renter’s safety, respecting privacy in the process. 

	Lawfulness 
	All information sharing must comply with relevant laws, such as privacy laws (e.g., the Privacy Act) and human rights frameworks. 
	A request for information is refused from a third party asking for a renter’s personal details, as the request would breach privacy laws and is not justified under the law. 

	Cultural sensitivity and inclusion 
	The cultural needs of renters, especially First Nations, must be respected and considered in all information sharing and housing decisions. The process must be inclusive. 
	When working with an Aboriginal family at risk of eviction, staff consults with an Aboriginal housing support service to ensure culturally appropriate practices, including how sensitive information is shared and discussed. 




7. [bookmark: _Toc211939792]Incoming and outgoing requests for information 
This section outlines general requirements for verifying and responding to information requests from external agencies or third parties that are not governed by ISAs, Schemes, or Protocols. For consent provisions within those frameworks, staff must consult the relevant framework guidelines. See Section 5 Information Sharing, for further details. 
7.1. [bookmark: _Toc211939793]Request verification requirements 
Incoming requests from external agencies or third parties, as well as outgoing requests made by staff, must be submitted in writing and clearly specify the information being sought. Staff are responsible for verifying the legitimacy of all requests and confirming that the client’s consent authorises the release or collection of the requested information. 
All requests must be: 
made on official agency letterhead 
from an authorised agency email address 
accompanied by a valid court order (where applicable), and include the following details: 
Table 13: Verification requirements  
	Requirement 
	Description  

	Official agency and officer details 
	The official name of the external agency and requesting officer’s details, such as: 
the Victorian Police officer’s name, rank and station. 

	Date of request 
	The date of the request 

	Description of information  
	A clear description of the information required 

	Client consent 
	A current Form of Authority signed by the client. 
Refer to Section 8.2 Consent requirements for further guidance. 

	Legislative basis (where applicable) 
	I.e., Delegation of authority (such as a court order) granting permission to act or sign on the client’s behalf. 


7.2. [bookmark: _Toc211939794]Consent requirements  
7.2.1. With consent 
Consent must always be obtained before staff release client information to an external agency or third party unless there is a legal requirement or valid authority to share the information without consent. This requirement also applies when staff are making outgoing requests for information. For example: 
Incoming request: If a private real estate agency requests a client’s rental history or contact details, staff must first obtain the client’s explicit consent before disclosing any information. 
Outgoing request: If additional information is needed regarding a Special Accommodation Requirements request, and a valid Form of Authority has not been signed, staff must not attempt to obtain information. 
Consent must meet the following criteria: 
Table 14: Consent criteria 
	Requirement 
	Description  

	Voluntary, informed, and specific 
	The client must willingly agree to share information, understanding what will be shared, with whom, and for what purpose. 

	Documented in writing 
	Consent must be recorded using a Form of Authority that clearly specifies the details and scope of the consent provided. 

	Current 
	The consent must be recent, with the client’s signature dated within the last 12 months to ensure it reflects their current consent. 


7.2.2. Consent withdrawal  
Consent may be withdrawn at any time for any service. For example, a client who has previously signed a Form of Authority allowing Services Australia to share their income details for the Income Confirmation Service can revoke this consent at any time. 
Withdrawal of consent must meet the following criteria: 
Table 15: Withdrawal of consent criteria 
	Requirement 
	Description 

	Made voluntarily 
	The client must clearly and willingly communicate their decision to withdraw consent in a written format. Verbal withdrawal may be accepted in exceptional circumstances. 

	Identity verification 
	Staff must verify the client’s identity before processing the withdrawal to ensure the request is legitimate and protect against unauthorised changes. 

	Specific and current 
	The withdrawal should clearly specify which consent is being revoked and be documented promptly to reflect the client’s current wishes. 


This criterion applies to all consent forms authorising external agencies or third parties to access or share client information.  
7.3. [bookmark: _Toc211939795]Request types requiring central office management and oversight 
Requests for information arise from various sources and for different purposes. While staff generally have delegation to manage most requests locally, certain types require prompt notification to the appropriate central office area and the Client Support and Housing Services (CSHS) Manager or higher authority to ensure legal compliance. 
The table below summarises these request types along with their corresponding requirements and actions. 
Table 16: Request types requiring central office oversight 
	Request type 
	Detail 
	Key requirements/actions 

	Media  
	Media requests (TV, radio, podcasts, social media, online news, print)  
Requests for information about clients, such as: 
an on-estate incident involving renters 
illegal use of properties, or  
Departmental operational guidelines. 
	Staff must: 
obtain journalist’s/reporter’s name, phone, and email  
advise a Media Unit representative will contact them 
forward all details to DFFH Media Centre https://www.dffh.vic.gov.au/media-centre 
Notify relevant CSHS Manager or higher immediately. 

	Client data 
	Requests for statistical, non-identifying, or personal client data (e.g., addresses of renters speaking Spanish in a specific estate)  
	Staff must refer the request to Centre for Evaluation and Research Evidence https://www.dffh.vic.gov.au/research-applications-external-organisations-and-individuals  

	Property data 
	Requests for housing data including rental reports, property sales and cultural areas. 
	Staff must refer the request to DataVic https://www.data.vic.gov.au. 

	Subpoenas  
	Subpoenas that clearly identify the documents or items to be produced to ensure relevant evidence is available during legal proceedings.  
	Staff must: 
accept the Subpoena only if it includes conduct money and is issued by a court. 
refuse the Subpoena if it does not include conduct money or is not issued by a court. 
immediately scan and email the Subpoena to Homes Victoria’s Legal Services Branch upon receipt. 
Await further instructions from Legal Services Branch. For example, if Legal Services Branch reviews the subpoena and does not object to the production of documents related to a client, tenancy, or application record, the requested documentation should be provided as per the subpoena's instructions. 

	Victorian Ombudsman (VO) 
	Investigations or enquiries into complaints regarding administrative actions taken by the department. 
	Staff must: 
notify their CSHS Manager immediately if they receive direct enquiries from the VO that have not been routed through the Executive Services Feedback Unit. 
CSHS Managers must: 
notify the Executive Services Feedback Unit executive.servicesdirectorate@dffh.vic.gov.au and await further instructions. 


7.4. [bookmark: _Toc211939796]Rental references 
Staff may provide rental references to current or former public housing renters who meet the requirements of the Rental Reference Suitability Checklist accessible on the Public Housing Resources SharePoint on the Moving out page (internal link) https://dhhsvicgovau.sharepoint.com/sites/Publichousingresources/SitePages/Moving-out.aspx.  
Ineligible renters must be notified of the outcome within 5 working days of their request. 
7.5. [bookmark: _Toc211939797]Appointed representatives 
An appointed representative is an individual authorised to make decisions on behalf of a renter or applicant in specific areas such as: 
finance 
accommodation 
health
in some cases, across all aspects of their life. 
An appointed representative is authorised by an order under one of the following: 
Guardian: Appointed under section 19 of the Guardianship and Administration Act 1986 to make personal lifestyle decisions, such as where the person will live. 
Enduring Guardian: Appointed under section 35A of the Guardianship and Administration Act 1986 with legal authority to make lifestyle decisions on behalf of the person. 
Power of Attorney: Granted under Part XI of the Instruments Act 1958 to make financial or legal decisions, typically for a specified period. 
Enduring Power of Attorney: Granted under Part XIA of the Instruments Act 1958 to make ongoing financial or legal decisions on behalf of the person. 
Administrator: Appointed under section 43 of the Guardianship and Administration Act 1986 when a person with a disability cannot appoint a representative, authorising decisions about their legal or financial affairs. 

8. [bookmark: _Toc211939798]Freedom of information  
Freedom of Information (FOI) legislation ensures transparency and accountability, allowing individuals to access public information. However, when balancing FOI with privacy rights, staff must carefully assess whether sharing information aligns with the public interest and, if any exemptions, such as those related to personal privacy, apply. Staff must always ensure they are following proper protocols to protect sensitive data, while also complying with FOI requirements where applicable.  
For more information, staff can refer to DFFH’s Making a Freedom of Information request page https://www.dffh.vic.gov.au/making-freedom-information-request. 
8.1. [bookmark: _Toc211939799]Informal release of information 
In most cases, requests for access to information such as copies of legal documents or tenancy action histories including file notes should be directed to the Freedom of Information Unit for formal processing. However, under certain limited circumstances and following managerial review and approval, some information may be provided directly to clients outside the formal FOI process. This is known as informal access and may only be granted if all the following conditions are met: 
The information is easily located and retrieved. 
The volume of information requested is small. 
The information can be readily separated from any other information that may be exempt from release under FOI legislation. 
Common examples of information that may be released informally include: 
documents previously provided by clients, such as medical support documentation, bank and income statements, or rental rebate assessments. 
information routinely provided to clients during service delivery, such as letters or rental account statements. 
This approach facilitates timely access to less complex information while ensuring compliance with FOI requirements and protecting sensitive or exempt information. 


9. [bookmark: _Toc211939800]Privacy Impact Assessments 
Privacy Impact Assessments (PIAs) are an important tool used to identify and manage privacy risks associated with new projects, systems, policies, or programs that involve the collection, use, or disclosure of personal information. The primary purpose of a PIA is to integrate privacy considerations early in the project lifecycle, helping to prevent or minimise potential negative impacts on individuals’ privacy. 
9.1. [bookmark: _Toc211939801]Purpose of a PIA 
PIAs help to: 
identify privacy risks by mapping: 
what personal information is collected 
how it flows through the organisation
how it is stored, used, or shared 
mitigate risks by recommending practical measures to manage, reduce, or eliminate identified risks before implementation 
ensure compliance with relevant privacy laws, policies, and community expectations 
build trust and accountability by showing clients, stakeholders, and the public that the department is committed to protecting personal information. 
9.2. [bookmark: _Toc211939802]How PIAs relate to operational staff 
A PIA may be required when a new initiative involves collecting, sharing, or managing personal information. For instance, if staff form a renter working group that handles sensitive information about renters or property concerns, a PIA can help identify and mitigate privacy risks related to the information shared or discussed during meetings. Conversely, if the working group’s role is limited to general consultation without processing personal information, a PIA may not be necessary. In such cases, a Threshold Privacy Assessment can determine the appropriate level of privacy review. 
Operational staff play a key role in PIAs by: 
providing direct knowledge of operations, offering critical insights into how personal information is handled within their area 
participating in the PIA process, contributing information, assisting with data flow mapping, and supporting risk mitigation efforts 
maintaining ongoing responsibility to adhere to privacy policies, uphold controls, and report privacy incidents during daily activities 
engaging without specialist expertise, as PIAs are designed to be accessible with support from privacy officers, enabling staff familiar with the program to contribute effectively. 
For more information on PIAs and when they may be required, please refer to How we assess Privacy: Threshold Privacy Assessments (TPA) and Privacy Impact Assessments (PIA) (internal Link) https://dhhsvicgovau.sharepoint.com/sites/dffh/SitePages/How-we-assess-Privacy.aspx page.  


10. [bookmark: _Toc211939803]Collection Notices 
Collection Notices are essential for ensuring transparency and compliance with privacy laws when collecting personal information. They inform individuals about: 
types of personal information being collected 
the purpose of the collection 
whether the information is mandatory or voluntary 
consequences of not providing the information 
who the information may be shared with and for what purpose
how individuals can access or correct their personal information.  
Providing clear and accessible collection notices helps individuals understand their rights and how their information is managed, fostering trust and ensuring compliance with privacy standards. 
10.1. [bookmark: _Toc211939804]When Collection Notices are produced 
Collection Notices are provided at the point of data collection, which typically occurs: 
when a person applies for public housing or related support services 
when personal information is updated or verified during tenancy reviews 
when additional services are accessed that require further personal details (e.g., support coordination or referrals). 
10.2. [bookmark: _Toc211939805]Where Collection Notices can be accessed  
Collection Notices are made available through multiple channels to ensure accessibility: 
on all relevant application and service forms (both online and paper based) 
on departmental or agency’s public websites under the Privacy section 
by request, through contact with a local area staff or a privacy officer.


11. [bookmark: _Toc211939806]Phishing awareness and prevention 
Phishing is a type of cyber-attack in which individuals or organisations attempt to deceive users into disclosing sensitive information by masquerading as a trusted entity. These attacks often take the form of: 
fraudulent emails 
phone calls
text messages that appear to come from familiar sources but are designed to steal personal or confidential data. 
11.1. [bookmark: _Toc211939807]Types of attacks 
Phishing can occur in several forms, including: 
Email: The most common form, where attackers send fraudulent emails that appear to come from a reputable source, such as government bodies, asking recipients to provide sensitive information or click on malicious links. 
Spear phishing: A more targeted form of phishing, where attackers gather specific information about an individual or organisation to make their communication appear highly credible and personal. 
Smishing: Phishing that occurs via SMS text messages, where attackers attempt to trick recipients into clicking links or sharing personal information. 
Vishing (voice phishing): Involves fraudulent phone calls where attackers impersonate legitimate organisations, such as customer service representatives, in an attempt to collect sensitive data. 
11.2. [bookmark: _Toc211939808]How to identify attacks  
Staff should be aware of common indicators of phishing attempts, which include: 
Urgency or threats: Phishing emails often create a sense of urgency, such as threats that an account will be locked or an action will be required immediately. 
Suspicious sender: Check the sender’s email address carefully. Phishers often use addresses that look like legitimate ones but may have subtle differences, such as misspelled words or unfamiliar domains. 
Unsolicited requests for sensitive information: Legitimate organisations, including the department, will never ask for sensitive information (such as passwords or credit card details) via email, text, or phone call. 
Generic greetings: Phishing emails may use generic greetings like ‘Dear Customer’ instead of addressing you by name, which can be a sign that the message is not legitimate. 
Suspicious links or attachments: Hover over any links in an email to check the URL. If the link looks suspicious or doesn’t match the official website's domain, do not click it. Also, avoid opening attachments from unknown senders. 
Spelling and grammar mistakes: Phishing attempts often contain spelling or grammatical errors that would not appear in official communications. 
11.3. [bookmark: _Toc211939809]How to respond 
If you receive a suspicious email, message, or phone call, take the following steps: 
Do not respond: Never reply to a phishing message, and never provide personal or sensitive information (e.g., passwords). 
Verify the source: If the message appears to be from a trusted source, contact the organisation directly using verified contact information (such as the official phone number or website) to confirm whether the request is legitimate. 
Report the phishing attempt: If you receive a phishing email or message, report it to IT support team via OurService or Privacy Officer immediately. The incident will be reviewed and investigated to ensure the safety of personal data. 
Delete the message: Once you’ve verified that the message is a phishing attempt, delete it from your inbox. 


12. [bookmark: _Toc211939810]De-identifying client stories 
De-identification of client stories is mandatory whenever personal information is used beyond its original context in a way that could risk identifying individuals. The main purposes include: 
Protecting privacy: Ensuring individuals’ identities are not disclosed when sharing or publishing data. 
Enabling data use: Allowing information to be analysed, reported, or used for research, policy development, or case studies without compromising confidentiality. 
Compliance: Meeting legal and ethical obligations under privacy laws which require safeguarding personal data. 
Risk reduction: Minimising the chance of re-identification, where data could be linked back to individuals through direct or indirect identifiers or by combining datasets. 
In practice, de-identification techniques such as: 
masking 
pseudonymisation 
data aggregation
synthetic data generation are applied to modify or remove identifiers so data remains useful, but individuals cannot be reasonably identified. 
This balance ensures that data serves its intended purpose without exposing personal information. 
12.1. [bookmark: _Toc211939811]De-identification techniques 
Common de-identification technique methods include: 
Sampling: Using only a small portion of the total data to represent the scenario. 
Removing quasi-identifiers: Eliminating indirect identifiers such as names, dates, or other details that could lead to identification. 
Rounding: Reporting data in ranges (e.g., age 25–35) instead of exact values. 
Altering: Modifying information in ways that do not significantly affect the core story. 
Swapping: Exchanging personal attributes between individuals to obscure identities. 
Synthetic data generation: Creating fictitious attributes or scenarios derived from original data, ensuring no real individual is identifiable. 
Encrypting or hashing identifiers: Obscuring identifiers by transforming them into less specific or coded forms rather than removing them entirely. 
These techniques help reduce the risk of re-identification, which can occur through linkage attacks where de-identified data is combined with external datasets sharing common attributes or inference attacks that deduce sensitive information without direct identifiers. 


13. [bookmark: _Toc211939812]Use of technology 
13.1. [bookmark: _Toc211939813]Department technology 
Staff using department technology and services for work must comply with the acceptable use of the department's technology policy. This includes using personal devices connected to the department's network. To ensure the secure and appropriate use of department technology, the following table outlines: 
the general conditions 
acceptable practices
prohibited actions.  
Staff are expected to adhere to these guidelines to maintain information security, protect sensitive data, and comply with departmental policies. 
Table 17: Acceptable use of department technology
	Category   
	Detail 

	Permitted use 
	Use department technology for all work-related tasks and occasional personal use. 
Access only authorised systems, applications, databases, or files. 

	Prohibited use 
	Do not use technology for illegal material. 
Do not distribute confidential, security-classified, personal, or private information without authorisation. 
Do not download or store unauthorised software or copyright-infringing material (e.g., music, videos). 

	Monitoring, auditing and reporting 
	Routine monitoring and auditing are conducted to identify security risks. 
All computer and network activity, including connected devices, is automatically recorded. 

	Internet use 
	Do not share department information via web-based applications unless approved. 
Only authorised personnel may make internet purchases on behalf of the department. 
Downloading or installing software/apps requires prior authorisation via Our Service. 

	Email, messaging and voice over internet protocol use 
	Do not use these tools for purposes that may damage the department’s reputation. 
Do not send departmental information outside the secure network unless properly protected by sensitivity level. 

	Software and hardware Installation 
	Install only approved software and hardware. 
Connect only authorised devices to the department network. 

	Security practices 
	Protect technology resources and information with reasonable care. 
Follow clear desk and clear screen practices. 
Never share passwords. 
Do not email sensitive or private information unless properly protected. 


For more information refer to Acceptable use of technology (internal link) policy https://dhhsvicgovau.sharepoint.com/sites/dffh/SitePages/Acceptable-use-of-technology.aspx#acceptable-use-of-the-department-s-technology. 
13.2. [bookmark: _Toc211939814]Generative artificial intelligence 
Generative artificial intelligence (AI) refers to systems that create new content such as: 
text 
images 
code 
audio in response to user prompts.  
Common AI tools include: 
ChatGPT 
Google Gemini 
Microsoft Copilot 
Grammarly 
Perplexity 
13.2.1. Privacy and AI usage guidelines 
The Victorian Government has developed information privacy guidelines to assist staff who access public sector information and use AI tools.  
These guidelines emphasise the protection of personal and public sector information while ensuring compliance with privacy laws, particularly the PDP Act. 
The table below summarises key points to promote the safe, responsible, and ethical use of AI within the Victorian Public Sector. 
Table 18: Summary of guidelines for responsible AI use by staff 
	Category 
	Detail 

	Staff compliance and responsibilities 
	Use only Victorian Government–approved generative AI tools for official work. 
Avoid using AI tools to make decisions, assessments, or administrative actions without human oversight. 
Staff remain fully responsible for the accuracy, quality, and accountability of any AI-assisted work. 
Comply with all relevant laws, including those related to: 
privacy, data protection, health records, freedom of information, human rights, public records, and intellectual property. 
Staff must adhere to the Code of Conduct for Victorian public sector employees https://vpsc.vic.gov.au/ethics-behaviours-culture/codes-of-conduct/code-of-conduct-for-victorian-public-sector-employees. 

	Restrictions on inputting personal information 
	Do not enter personal information into publicly accessible AI tools. Personal information includes any recorded data or opinions that can identify an individual. 
Treat AI outputs containing personal information as personal information and handle them according to IPPs. 

	Handling public sector information 
	Only input public sector information that is publicly available or explicitly approved for release into Victorian Government approved AI tools. 
Do not enter or share information through AI tools if it is classified or designated at a higher security or sensitivity level than allowed by organisation’s policies. 

	AI privacy enhancing measures 
	Use privacy options available in AI tools, such as opting out of data being used to train vendor models. 
Review information carefully before inputting it into any AI tool, considering risks of reuse or disclosure to third parties. 

	Consequences of non-compliance 
	Breaching these guidelines may violate Codes of Conduct and legislation, leading to disciplinary or legal action. 
Departments must provide written reasons if they operate inconsistently with these guidelines. 


For more information, refer to the Administrative Guideline for the safe and responsible use of Generative Artificial Intelligence in the Victorian Public Sector https://www.vic.gov.au/administrative-guideline-safe-responsible-use-gen-ai-vps. 


14. [bookmark: _Toc211939815]Accessible communication services and privacy  
Communication services are essential for ensuring accessible and effective communication with clients who are deaf, hard of hearing, or have limited English proficiency. The main services include: 
Australian Sign Language (Auslan): Provides interpreters to facilitate communication for people who are deaf or hard of hearing in various settings. 
Language Link: Offers interpreting, translation, and transcription services for languages other than English. 
National Relay Service (NRS): A government supported telephone relay service that enables people who are Deaf, hard of hearing, or have speech impairments to communicate over the phone through relay officers. 
These services are governed by the Privacy Act 1988 and disability rights legislation, which mandate strict privacy protections. Staff are encouraged to use these services to communicate effectively with clients requiring assistance. When engaging with these services, staff should treat the communication as if directly interacting with the client. 


15. [bookmark: _Toc211939816]Privacy breaches 
A privacy breach occurs when personal information is accessed disclosed or lost. 
This includes any incident where personal data held by an organisation is exposed to unauthorised parties, whether through: 
malicious attacks 
human error
system failures. 
Examples of privacy breaches: 
Sending personal information to the wrong recipient by mistake 
Theft or loss of devices containing personal data, such as laptops or paper records 
Unauthorised access by employees or external hackers 
Disclosure of information to scammers due to inadequate identity verification 
Using another employee’s login credentials to access systems or services 
For example, HiiP or Services Australia Income Confirmation Services. 
Privacy breaches can have serious consequences for the department and its clients, including: 
increased risk to the safety and wellbeing of children or individuals experiencing family violence 
financial loss, or emotional distress  
legal and reputational damage to the department, including: 
potential regulatory penalties 
loss of public trust. 
15.1. [bookmark: _Toc211939817]Staff responsibilities 
All staff must take any suspected or actual privacy breach seriously. It is essential to report privacy incidents immediately through the department’s established incident reporting channels to ensure timely and appropriate resolution. Prompt reporting enables the department to: 
contain and mitigate the impact of the breach 
protect affected individuals from further harm 
comply with legal and regulatory obligations under privacy laws  
maintain public trust and uphold the department’s commitment to information security and confidentiality. 
Failure to report privacy breaches promptly can exacerbate risks and lead to more severe consequences for both clients and the organisation. Staff must also cooperate fully with any investigations and follow all departmental policies related to privacy and information security. 
15.2. [bookmark: _Toc211939818]Reporting privacy incident requirements  
When managing privacy breaches, staff must: 
immediately report the incident to their Team Manager (or equivalent). 
promptly record and manage the privacy incident within one business day of becoming aware of it in the Feedback Management System (internal link) https://dhhsvicgovau.sharepoint.com/sites/dffh/SitePages/Feedback-management-system.aspx?web=1
For more information on privacy incidents and privacy incident management, refer to Privacy web page https://dhhsvicgovau.sharepoint.com/sites/dffh/SitePages/Privacy.aspx. 
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